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LOCK DOWN YOUR EMAIL ACCESS 
 
 
Access Security Manager 
provides administrators with 
control and verification of 
Exchange Mailbox and public 
folder access rights and 
permissions.   
 
An organization may be open 
to many levels of email abuse, 
not only issues of archive 
security, if there is no method 
of knowing who has the ability 
to look into mailboxes and act 
as if they were that mailbox 
owner. 
 
Benefits 
 
• Audits Exchange security 

settings quickly & effectively 
• Validates the integrity of 

access to email stores and 
public folders  

• Pre-empts security 
breaches  

• Provides additional security 
for any email archive 
system  

• Ensures the safeguards for 
confidential information  

• Finds anonymous and 
deleted users  

• Prevents email 
impersonation  

• Reduces email leaks 
• Is easy to implement, 

maintain and manage 

Access Security Manager allows 
you to manage security for 
mailboxes folders and public 
folders in Exchange: providing 
integrity for your mail systems 
before compromised data is 
committed optionally to archive.  
It allows you to detect ‘shadow 
users’; those users who might 
gain access (accidentally or 
otherwise) to the mailboxes of 
others.  The Access Security 
Manager then enables you to 
update users’ permissions in line 
with approved security policy and 
practices.   
 
Audit Exchange security 
Access Security Manager 
automates the multiple tasks 
involved in compiling security 
settings, performs mass updates 
and presents simple summaries 
for the administrator.  To detect 
and rectify unintentional or 
malicious breaches in mailbox 
folder or public folder access 
rights.  
 
Pre-empt security breaches  
Access Security Manager can 
run automatically, at set times, to 
provide on-going audits of 
access rights across the whole 
organization.  This enables 
errors to be detected before they 
are exploited. 
 
Provide additional security for 
any email archive system 
Access Security Manager has 
been designed to enhance the 
integrity of data within any email 
compliance archive, not only 
Archive One.  

Validate integrity of email 
Access Security Manager makes 
sure that the correct users have 
rights of each and every mailbox.  
 
Ensure the safeguards for 
confidential information 
Access Security Manager helps 
prevent unauthorized users from 
gaining access to confidential or 
critical information by making 
certain that appropriate 
permissions are set.  
 
Anonymous and deleted users 
Reduce the possibility of zombie* 
users coming into existence as 
organizations evolve.  
 
Prevent email impersonation 
Access Security Manager 
prevents misrepresentation 
through misuse of organizational 
email IDs.  It finds and helps 
remove erroneous ‘Send on 
Behalf of’ permissions, 
preventing email impersonation.  
 
Reduce email leaks  
Access Security Manager 
removes the temptation to 
communicate sensitive data; 
whether uncovered in error or by 
the efforts disgruntled staff.  
 
Easy to implement, maintain 
and manage  
Quick wizard-guided install, 
simple admin controls and 
standard interfaces minimize the 
Total Cost of Ownership. 




